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1. Introduction
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2. Relevant Standards

Short-range, cellular based V2X communication
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2.1 Cellular-based vehicular communications: The 3GPP’s C-
V2X standard
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2.2 c-v2X Timeline
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2.4 Roadmap and Evolution of C-V2X Use Cases
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Release 14 C-V2X Target Use Cases
Automotive Safety

Emergency vehicle warning, Emergency brake light, Slow or stationary vehicle,
Queue — Jam warning ahead, Control loss warning, Road works warning,
Weather conditions, Do not pass Warning, Intersection assist at blind spots
Blind curve/Hazard warning

Evolution ‘ J Complementary

Intention/Trajectory sharing, Coordinated driving, High throughput sensor
sharing, Real-time local traffic conditions updates,

Release 16 5G-V2X Target Use Cases
Autonomous Driving
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3. Heterogeneous Connectivity and Requirements of CV
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3.1 Introduction
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3.2 Heterogeneous Radio Access Technologies — A Comparison
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4. Spectrum Issues
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Fig. 4.1.V2X Communication Modes

4.2 Radio Spectrum Requirements for ITS Applications

*& &+ %)M/ &#,&V& *T T &R L1 U<, U1U4& )
TR R AT AT R AL 4k 4+ 3 4 g *
FUAT 4T BTHQT b HEAR L HTUES %N T &H L) 20 L&t
' 2HUETo—HT AR+ HT 4T UM LA H#T 4+ 4 43 4 TETETLOM
BUHA/ ) KT+ T 4&) LB KT W LD L#T + 1T YR &,
REXREU2UUG, THET KT 4T 4T MG T AU 4 gt 451 T -
R TR ) nUHE #1008 W % T
"B, H& T8 & -, TN S )T # L+ UE &Y, T2 - 4t 4
R e R o L ULV ARt o A WA
BT 2HUG G RGN (T AL g M ) 3 B
x5 ® y AR 8 R /- #2081 g
e HE RO ST &) T &H L ATHTE LR BT T
5T 4, A% ) MUBTUE 4545 ) 1 &-"# ,1 L1T+T5T & WY+ L 5/
RULSTE HT MLHTHRTH L&ME) L. 20 RS (ATt 4T

D T A R R R e B e A A *rg 2 oA
$ .+ FU OUB +g "5 4+ = "+ i "h 4= A, & TS
) # T TH 4 R4 T ) gt B o+ U x

1" #7& T+ B H I TG LR AT ) &T R LTTH L #TTHY




WIRELESS WORLD

Fig(4.2. ** * . "5+

x0T "5, &3 4 +# - TV& FT OTHE +& ) & +#., +5 ".
="+ #& & ., +& "# 11"+ " +& "+ 8§ ° # 1A,+#° +&3 4
TH LA+ T & HH - T W/ )T AT TS T+ ) & =B
AT /) KT - 28& +& ) FUET OB, A& FTM RO+ ) #7) A=

E+,"/ = ( "¢ o+ ) #70 ) TSR TR ) S,
LHT O3 L)t T45T) 1 C(: 9 @ 9 ALY
MTATO45 ) )T T &T2H7& THOBR) S, THA/ T & T+ &, W8T+ &
A I A D IV /R R 2

&+ "TLTOT *@& LT +17/2°/) 1 "5 + "B

& II5' & +IIII ) L &_II# ’1 ) & 1ll # ’+ ll& - ’&+5 e

) U<,HA/ %7 GCEEBR? @ 9 F&UTH &+ UTATOM ) 1L %.HET2#”
( + *& %'+ Gll - II.. LA LA 2#"& 3 4 *'& _ 1' / '.. #' + I+
/L& 5. WS+ L&N( KTEFT 4B&, MG 2T RT Ry gt )

+ " )ll II+#II ) 1 e e & w + ll#ll 2-- &( $112u PN 1 5* %u
FUBERT )Y L T2 #8 &="H#" H 2" & +7./

-.& *I&l_ 1-/-” #l + 4 * %I+ @C@ A@C@@ 9( *& ll1 +& -n&
RTSEIT T HT AR T STHET ETHTUT ) Ut 43 4 UGRTLg v

&*" +5&, "&+"" %' 4T) TH&, 45 TH AU )T U2 41+ (
*& & "+ UG- D I el SR A = L

& L1 LTHTETLTH( KT AT g 4B # 11,447 4& 3
ST+ RTQC 9%TH (&8 TH)# UM LLL,+4T 483 44
o 2T %G - - @T( b TH2U M4 AT Te T THORHT
R LT S #E BTG HTH W UG-, T )+ LB

+&-  &/&T1&3 K *U%T+ &0 7@EC O 9"+ @C @AC=@ 9"
ME)T) O RTE/ETAE( R TTT R )T M (8= X ,BX ==L T 54
M)TUHER) THS, 45), * 0+ $ 5 UBT +5&-"# L. #T H




%" (= T+ 5( (z - "&"+ *" ,&"5"& ) 2% L&) S,+#/ %"+ &)
- #Y +&+27 L& VS H&HF L+ V&S
Table 4.1. The usage of different frequency bands for I'TS applications in various
regions/countries
Region 1
Country or Group Frequency bands
CEPT 5 855-5 925 MHz
United Arab Emirates (UAE) 5 855-5 925 MHz
Region 2
Country or Group Frequency bands
Canada 5 850-5 925 MHz
United States (US) 5 850-5 925 MHz
Region 3
Country or Group Frequency bands
Australia 5 855-5 925 MHz
China 5905-5 925 MHz
Japan 755.5-764.5 MHz
5770-5 850 MHz
Korea 5 855-5 925 MHz
Singapore 5 855-5 925 MHz
India 5 875-5 925 MHz

Deployment of radio spectrum of the above ITS radiocommunication can be pictorially
be depicted as under:

5.855 5925
GHz GHz
EU
5.850 5925
GHz GHz
USA
7555 7645
MHz MHz
Japan
5.8535 5925
GHz GHz
Korea

Fig. 4.3. The usage of different frequency bands for ITS applications in various
regions/countries




In accordance with ITU’s TFA, the region-wise status of abovementioned frequency bands
with regard to ‘allocation’ for various radio services, is given in the Table below:-

Table 4.2. Allocation of Spectrum for Various Radio Services

FIXED-SATELLITE
(Earth-to-space)
RADIOLOCATION
Amateur

Amateur-satellite (space-to-
Earth)

FIXED-SATELLITE
(Earth-to-space)
RADIOLOCATION
Amateur
Amateur-satellite (space-
to-Earth)

Region 1 Region 2 Region 3

5 725-5 830 5 725-5 830 5 725-5 830
FIXED-SATELLITE RADIOLOCATION RADIOLOCATION
(Earth-to-space) Amateur Amateur
RADIOLOCATION

Amateur

5830-5 850 5830-5 850 5830-5 850

FIXED-SATELLITE
(Earth-to-space)
RADIOLOCATION

Amateur

Amateur-satellite (space-to-Earth)

5 850-5 925

FIXED
FIXED-SATELLITE
(Earth-to-space)
MOBILE

5 850-5 925

FIXED
FIXED-SATELLITE
(Earth-to-space)
MOBILE

Amateur
Radiolocation

5 850-5 925

FIXED
FIXED-SATELLITE
(Earth-to-space)
MOBILE
Radiolocation
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4.3 Vehicular Collision Avoidance ‘Automotive Radar (AR)’
Operating at 24.05 to 24.25 GHz, 76-77 GHz and 77-81 GHz
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Table 4.3. Region-wise designation/usages of frequency bands in 24 GHz, 57-66
GHz, 76-77 GHz and 77-81 GHz.

Region 1 Region 2 Region 3
24.05 to 24.25 GHZ, 76-77 24.05-24.25 GHz 22-29 24 GHZ, 60 GHZ, 76 GHz
GHz and 77-81 GHz GHz. and 76-77 and 79 GHz.

GHz

Table 4.4. Usage status of automotive radars in Asia-Pacific Countries

Country

Frequency band

22-26.5 GHz, 24.00-24.25 GHz, 76-77 GHz,

Australia and 77-81 GHz
Chi 24.00-24.25 GHz, 24.25-26.65 GHz, 76-77
na GHz, and 77-81 GHz
Taoan 24.0-24.25 GHz, 24.25-29 GHz, 60-61 GHz,
p 76-77 GHz, and 77-81 GHz
Revublic of K. 24.25-26.65 GHz, 34.275-34.875 GHz, 76-77
cpublic ol borea GHz, and 77-81 GHz
Singapore 76-77 GHz, and 77-81 GHz
Thailand 22.00-24.05 GHz, 24.05-24.25 GHz, 24.25-
atian 26.65 GHz ,76-77 GHz, and 77-81 GHz
Viet Nam 24.00-24.25 GHz, 76-77 GHz, and 77-81 GHz
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Table 4.5. Region-wise status of abovementioned frequency bands with regard to

‘allocation’ for various radio services

Earth exploration-satellite (active)

Earth exploration-
satellite (active)

Region 1 Region 2 Region 3
24.05-24.25 RADIOLOCATION | 24.05-24.25 24.05-24.25
Amateur RADIOLOCATION RADIOLOCATION

Amateur Amateur

Earth exploration-satellite
(active)

57-58.2

EARTH EXPLORATION-
SATELLITE (passive)

FIXED

INTER-SATELLITE
MOBILE

SPACE RESEARCH (passive)

57-58.2

EARTH
EXPLORATION-
SATELLITE (passive)
FIXED
INTER-SATELLITE
MOBILE

57-58.2

EARTH EXPLORATION-
SATELLITE (passive)

FIXED

INTER-SATELLITE 5.556A
MOBILE 5.558

SPACE RESEARCH (passive)

(passive)

SPACE RESEARCH
(passive)
58.2-59 58.2-59 58.2-59
EARTH EXPLORATION- EARTH EARTH EXPLORATION-
SATELLITE (passive) EXPLORATION- SATELLITE (passive)
FIXED SATELLITE (passive) FIXED
MOBILE FIXED MOBILE
SPACE RESEARCH (passive) MOBILE SPACE RESEARCH (passive)
SPACE RESEARCH




59-59.3 59-59.3 59-59.3
EARTH EXPLORATION- EARTH EARTH EXPLORATION-
SATELLITE (passive) EXPLORATION- SATELLITE (passive)
FIXED SATELLITE (passive) FIXED
INTER-SATELLITE FIXED INTER-SATELLITE
MOBILE INTER-SATELLITE MOBILE
RADIOLOCATION MOBILE RADIOLOCATION
SPACE RESEARCH (passive) RADIOLOCATION SPACE RESEARCH (passive)
SPACE RESEARCH
(passive)
59.3-64 59.3-64 59.3-64
FIXED FIXED FIXED
INTER-SATELLITE INTER-SATELLITE INTER-SATELLITE
MOBILE MOBILE MOBILE
RADIOLOCATION RADIOLOCATION RADIOLOCATION
64-65 64-65 64-65
FIXED FIXED FIXED
INTER-SATELLITE INTER-SATELLITE INTER-SATELLITE
MOBILE except aeronautical MOBILE except MOBILE except aeronautical

mobile

aeronautical mobile

mobile

65-66 65-66 65-66

EARTH EXPLORATION- EARTH EARTH EXPLORATION-

SATELLITE EXPLORATION- SATELLITE

FIXED SATELLITE FIXED

INTER-SATELLITE FIXED INTER-SATELLITE

MOBILE except aeronautical INTER-SATELLITE MOBILE except aeronautical

mobile MOBILE except mobile

SPACE RESEARCH aeronautical mobile SPACE RESEARCH
SPACE RESEARCH

76-77.5 76-77.5 76-77.5

RADIO ASTRONOMY RADIO ASTRONOMY | RADIO ASTRONOMY

RADIOLOCATION RADIOLOCATION RADIOLOCATION

Amateur Amateur Amateur

Amateur-satellite
Space research (space-to-Earth)

Amateur-satellite
Space research (space-to-
Earth)

Amateur-satellite
Space research (space-to-Earth)

77.5-78

AMATEUR
AMATEUR-SATELLITE
RADIOLOCATION

Radio astronomy

Space research (space-to-Earth)

77.5-78

AMATEUR
AMATEUR-
SATELLITE
RADIOLOCATION
Radio astronomy

Space research (space-to-

77.5-78

AMATEUR
AMATEUR-SATELLITE
RADIOLOCATION

Radio astronomy

Space research (space-to-Earth)

Earth)
78-79 RADIOLOCATION 78-79 78-79 RADIOLOCATION
Amateur RADIOLOCATION Amateur
Amateur-satellite Amateur Amateur-satellite




Radio astronomy Amateur-satellite Radio astronomy
Space research (space-to-Earth) Radio astronomy Space research (space-to-Earth)
Space research (space-to-
Earth)
79-81 79-81 79-81
RADIO ASTRONOMY RADIO ASTRONOMY | RADIO ASTRONOMY
RADIOLOCATION RADIOLOCATION RADIOLOCATION
Amateur Amateur Amateur
Amateur-satellite Amateur-satellite Amateur-satellite
Space research (space-to-Earth) Space research (space-to- | Space research (space-to-Earth)
Earth)
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5. Security and Privacy in Connected Vehicles
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Fig. 5.1. V2X Communication Use Cases.




5.2 V2X Security Overview - Security of ETSI ITS
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5.3 Security of IEEE DSRC WAVE
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5.4 Harmonization of ETSI ITS and DSRC WAVE
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7.2 Al-based Spectrum Management for Connected Vehicles
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7.3 Blockchain-Based Security for Connected Vehicles
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